
10 -                       ASP.NET Environment Issues                      

255 -                         Credentials Management                        

275 -                           Permission Issues                           

295 -                           Certificate Issues                          

388 -                             Error Handling                            

4 -                        J2EE Environment Issues                        

722 -           OWASP Top Ten 2004 Category A1 - Unvalidated Input          

134 -                       Uncontrolled Format String                      

180 -         Incorrect Behavior Order: Validate Before Canonicalize        

181 -            Incorrect Behavior Order: Validate Before Filter           

20 -                     Insufficient Input Validation                     

302 -            Authentication Bypass by Assumed-Immutable Data            

472 -          External Control of Assumed-Immutable Web Parameter          

602 -   Design Principle Violation: Client-Side Enforcement of Server-Side  

                               Security                               

723 -         OWASP Top Ten 2004 Category A2 - Broken Access Control        

22 -                             Path Traversal                            

285 -                 Missing or Inconsistent Access Control                

330 -                  Use of Insufficiently Random Values                  

425 -                   Direct Request (’Forced Browsing’)                  

525 -                Information Leak Through Browser Caching               

724 -   OWASP Top Ten 2004 Category A3 - Broken Authentication and Session  

                              Management                              

259 -                          Hard-Coded Password                          

287 -                      Insufficient Authentication                      

309 -           Use of Password System for Primary Authentication           

345 -             Insufficient Verification of Data Authenticity            

521 -                       Weak Password Requirements                      

522 -                  Insufficiently Protected Credentials                 

592 -                      Authentication Bypass Issues                     

620 -                       Unverified Password Change                      

384 -                            Session Fixation                           

725 -   OWASP Top Ten 2004 Category A4 - Cross-Site Scripting (XSS) Flaws   
79 -     Failure to Sanitize Directives in a Web Page (aka ’Cross-site     

                          scripting’ (XSS))                           

726 -           OWASP Top Ten 2004 Category A5 - Buffer Overflows           

119 -   Failure to Constrain Operations within the Bounds of an Allocated   

                            Memory Buffer                             

120 -             Unbounded Transfer (’Classic Buffer Overflow’)            

727 -            OWASP Top Ten 2004 Category A6 - Injection Flaws           

74 -   Failure to Sanitize Data into a Different Plane (aka ’Injection’)   

77 -      Failure to Sanitize Data into a Control Plane (aka ’Command      

                             Injection’)                              

78 -      Failure to Sanitize Data into an OS Command (aka ’OS Command     

                             Injection’)                              

89 -   Failure to Sanitize Data within SQL Queries (aka ’SQL Injection’)   

91 -               XML Injection (aka Blind XPath Injection)               

95 - Insufficient Control of Directives in Dynamically Evaluated Code (aka 

                          ’Eval Injection’)                           

728 -        OWASP Top Ten 2004 Category A7 - Improper Error Handling       

203 -                     Discrepancy Information Leaks                     

209 -                    Error Message Information Leaks                    

228 -           Failure to Handle Syntactically Invalid Structure           

252 -                         Unchecked Return Value                        

391 -                       Unchecked Error Condition                       

636 - Design Principle Violation: Not Failing Securely (aka ’Failing Open’) 

729 -           OWASP Top Ten 2004 Category A8 - Insecure Storage           

14 -               Compiler Removal of Code to Clear Buffers               

261 -                    Weak Cryptography for Passwords                    

311 -                   Failure to Encrypt Sensitive Data                   

321 -                  Use of Hard-coded Cryptographic Key                  

326 -                            Weak Encryption                            

327 -            Use of a Broken or Risky Cryptographic Algorithm           

591 -           Sensitive Data Storage in Improperly Locked Memory          

730 -           OWASP Top Ten 2004 Category A9 - Denial of Service          

170 -                       Improper Null Termination                       

248 -                           Uncaught Exception                          

369 -                             Divide By Zero                            

382 -                J2EE Bad Practices: Use of System.exit()               

400 -                          Resource Exhaustion                          

401 - Failure to Release Memory Before Removing Last Reference (aka ’Memory 

                                Leak’)                                

404 -                 Improper Resource Shutdown or Release                 

405 -            Asymmetric Resource Consumption (Amplification)            

410 -                       Insufficient Resource Pool                      

412 -                 Unrestricted Lock on Critical Resource                

476 -                        NULL Pointer Dereference                       

674 -                         Uncontrolled Recursion                        

731 -  OWASP Top Ten 2004 Category A10 - Insecure Configuration Management  

215 -               Information Leak Through Debug Information              

219 -                     Sensitive Data Under Web Root                     

459 -                           Incomplete Cleanup                          

489 -                          Leftover Debug Code                          

548 -               Information Leak Through Directory Listing              

552 -          Files or Directories Accessible to External Parties          


