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Bu ffe r overflow
A buffer overf low condition exis ts  when a program  attem pts  to put m ore data in a buffer than it can 
 hold or when a program  attem pts  to put data in a m em ory area pas t a buffer. In th is  case, a buffer 
is  a sequential sec tion of m em ory allocated to contain anything from  a charac ter s tring to an array 

                                            of integers .                                            

W rite -wha t-where  cond ition
    Any condition where the attacker has  the ability to write an arbitrary value to an arbitrary    

                        location, often as  the result of a buffer overf low.                         

Stack overflow
  A s tack overf low condition is  a buffer overf low condition, where the buffer being overwritten is   

     allocated on the s tack (i.e., is  a local variable or, rarely, a param eter to a func tion).      

H eap overflow
    A heap overf low condition is  a buffer overf low, where the buffer that can be overwritten is      

  allocated in the heap portion of m em ory, generally m eaning that the buffer was  allocated us ing a  
                              routine such as  the PO SIX m alloc () call.                              

Buffe r underwrite
  A buffer underwrite condition occurs  when a buffer is  indexed w ith a negative num ber, or pointer  

  arithm etic  w ith a negative value results  in a pos ition before the beginning of the valid m em ory   
                                             location.                                              

W rap-a round  e rro r
 W rap around errors  occur whenever a value is  inc rim inated pas t the m axim um  value for its  type and  

              therefore â � �wr aps  ar oundâ� � to a ver y  smal l ,  negative, or  undef ined value.               

In teger overflow
An integer overf low condition exis ts  when an integer, which has  not been properly sanity checked is  

  used in the determ ination of an offset or s ize for m em ory allocation, copying, concatenation, or  
 s im ilarly. If  the integer in ques tion is  inc rem ented pas t the m axim um  poss ible value, it m ay wrap  

      to becom e a very sm all, or negative num ber, therefore provid ing a very incorrec t value.       

In teger coerc ion  e rro r
 Integer coerc ion refers  to a set of f laws  pertain ing to the type cas ting, extens ion, or truncation 

                                      of prim itive data types .                                      

Trunca tion  e rro r
 T runcation errors  occur when a prim itive is  cas t to a prim itive of a sm aller s ize and data is  los t 

                                         in  the convers ion.                                         

S ign  extens ion  e rro r
  If  one extends  a s igned num ber incorrec tly, if  negative num bers  are used, an incorrec t extens ion  

                                            m ay result.                                             

S igned  to  uns igned  convers ion  e rro r
  A s igned-to-uns igned convers ion error takes  place when a s igned prim itive is  used as  an uns igned  

                                 value, usually as  a s ize variable.                                 

U nsigned  to  s igned  convers ion  e rro r
  An uns igned-to-s igned convers ion error takes  place when a large uns igned prim itive is  used as  an  

                             s igned value â ��  usual ly  as  a si ze var i able.                             

U nchecked  a rray indexing
     U nchecked array indexing occurs  when an unchecked value is  used as  an index into a buffer.     

M isca lcu la ted  nu ll te rm ina tion
M iscalculated null term ination occurs  when the placem ent of a null charac ter at the end of a buffer 

                         of charac ters  (or s tring) is  m isplaced or om itted.                         

Im proper s tring  leng th  check ing
 Im proper s tring length checking takes  place when w ide or m ulti-byte charac ter s trings  are m is taken 

                                  for s tandard charac ter s trings .                                   

C overt s to rage  channe l
T he exis tence of a covert s torage channel in a com m unications  channel m ay release inform ation which 

                              can be of s ignif icant use to attackers .                               

F a ilu re  to  accoun t fo r de fau lt case  in  sw itch
T he failure to account for the default case in switch s tatem ents  m ay lead to com plex logical errors  

                   and m ay aid in other, unexpec ted security-related conditions .                    

N ull-po in te r de re fe rence
  A null-pointer dereference takes  place when a pointer w ith a value of N U LL is  used as  though it   

                                  pointed to a valid m em ory area.                                   

U sing  freed  m em ory
   T he use of heap allocated m em ory after it has  been freed or deleted leads  to undefined sys tem     

                   behavior and, in m any cases , to a write-what-where condition.                    

D oub ly  free ing  m em ory
 F reeing or deleting the sam e m em ory chunk tw ice m ay â ��  when c ombi ned  wi th ot her f l aws  â � �  resul t in a 

                                    write-what-where condition.                                     

Invok ing  un trusted  m ob ile  code
               T his  process  w ill download external source or b inaries  and execute it.               

C ross-s ite  scrip ting
C ross-s ite sc ripting attacks  are an ins tantiation of in jec tion problem s, in which m alic ious  sc ripts  

                   are in jec ted into the otherw ise benign and trus ted web s ites .                    

F orm at s tring  p rob lem
 Form at s tring problem s occur when a user has  the ability to control or write com pletely the form at 

             s tring used to form at data in the printf s tyle fam ily of C /C ++ func tions .              

In jection  p rob lem  (â� � da taâ � �  us ed as  somet hi ng else)
  In jec tion problem s span a w ide range of ins tantiations . T he bas ic  form  of th is  f law involves  the  

   in jec tion of control-p lane data into the data-plane in order to alter the control f low of the    
                                              process .                                              

C om m and in jection
 C om m and in jec tion problem s are a subset of in jec tion problem , in which the process  is  tricked into 

calling external processes  of the attackers  choice through the in jec tion of control-p lane data into 
                                          the data plane.                                           

SQ L in jection
   SQ L in jec tion attacks  are another ins tantiation of in jec tion attack, in which SQ L com m ands are   
    in jec ted into data-plane input in order to effec t the execution of predefined SQ L com m ands.     

D eseria liza tion  o f un trusted  da ta
                   D ata which is  untrus ted can not be trus ted to be well form ed.                    

R eliance  on  da ta  layou t
Assum ptions  about protocol data or data s tored in m em ory can be invalid, resulting in us ing data in 

                                     ways  that were unintended.                                     

R ela tive  pa th  lib ra ry  search
 C ertain func tions  perform  autom atic  path searching. T he m ethod and results  of th is  path searching  

  m ay not be as  expec ted. Exam ple: W inExec  w ill use the 162 T he C LASP Application Security P rocess   
 space charac ter as  a delim iter, f inding â � �C: \Pr ogr am. exeâ � � as an accept abl e resul t  f or  a search for  

                                  â � �C: \Pr ogr am Fi l es \ Foo \ Bar . exeâ��.                                   

R ely ing  on  package-leve l scope
Java packages  are not inherently c losed; therefore, relying on them  for code security is  not a good 

                                             prac tice.                                              

Insu ffic ien t en tropy in  PR N G
   T he lack of entropy available for, or used by, a PR N G  can be a s tability and security threat.    

F a ilu re  o f T R N G
 T rue random  num ber generators  generally have a lim ited source of entropy and therefore can fail or 

                                               b lock.                                               

Pub lic iz ing  o f p riva te  da ta  when  us ing  inner c lasses
       Java byte code has  no notion of an inner c lass ; therefore inner c lasses  provide only a       

  package-level security m echanism . Furtherm ore, the inner c lass  gets  access  to the f ields  of its    
                        outer c lass  even if  that c lass  is  dec lared private.                         

Trust o f system  even t da ta
                 Security based on event locations  are insecure and can be spoofed.                 

R esource  exhaustion  (file  descrip to r, d isk space , socke ts , ...)
    R esource exhaus tion is  a s im ple denial of service condition which occurs  when the resources      
 necessary to perform  an ac tion are entirely consum ed, therefore preventing that ac tion from  taking 

                                               p lace.                                               

In fo rm ation  leak th rough  c lass c lon ing
        C loneable c lasses  are effec tively open c lasses  s ince data cannot be hidden in them .         

In fo rm ation  leak th rough  se ria liza tion
       Serializable c lasses  are effec tively open c lasses  s ince data cannot be hidden in them .       

O verflow  o f s ta tic  in te rna l bu ffe r
                A non-f inal s tatic  f ield can be viewed and edited in dangerous  ways .                

Sta te  synchron iza tion  e rro r
  S tate synchronization refers  to a set of f laws  involving contradic tory s tates  of execution in a   

                            process  which result in undefined behavior.                             

C overt tim ing  channe l
       U nintended inform ation about data gets  leaked through observing the tim ing of events .        

Sym bo lic  nam e no t m app ing  to  co rrect ob ject
 A cons tant sym bolic  reference to an objec t is  used, even though the underlying objec t changes  over 

                                               tim e.                                                

Tim e o f check, tim e  o f use  race  cond ition
Tim e-of-check, tim e-of-use race conditions  occur when between the tim e in which a given resource is  

   checked, and the tim e that resource is  used, a change occurs  in the resource to invalidate the   
                                       results  of the check.                                        

C om paring  c lasses by nam e
 T he prac tice of determ ining an objec tâ� �s t ype,  bas ed on i ts  n ame, is  danger ous  s i nce  mal ic i ous  c ode 

                    m ay purposely reuse c lass  nam es in order to appear trus ted.                     

R ace  cond ition  in  sw itch
  If  the variable which is  sw itched on is  changed while the switch s tatem ent is  s till in  progress    

                                   undefined ac tivity m ay occur.                                    

R ace  cond ition  in  s igna l hand le r
  R ace conditions  occur frequently in s ignal handlers , s ince they are asynchronous  ac tions . T hese   

                  race conditions  m ay have any num ber of root-causes  and sym ptom s.                  

U nsa fe  function  ca ll from  a  s igna l hand le r
 T here are several func tions  which â ��  under  cer ta in ci r c umst ances, i f  us ed in a s i gnal  handl er  â � �  may 

           result in the corruption of m em ory, allow ing for exploitation of the process .            

F a ilu re  to  d rop  p riv ileges when  reasonab le
Failing to drop privileges  when it is  reasonable to do so results  in a lengthened tim e during which 

                  exploitation m ay result in unnecessarily negative consequences .                   

R ace  cond ition  in  check ing  fo r ce rtifica te  revoca tion
  If  the revocation s tatus  of a certif icate is  not checked before each privilege requiring ac tion,  

 the sys tem  m ay be subjec t to a race condition, in which their certif icate m ay be used before it is  
                                      checked for revocation.                                       

M utab le  ob jects  passed  by re fe rence
 Sending non-c loned m utable data as  an argum ent m ay result in that data being altered or deleted by 

         the called func tion, thereby putting the calling func tion into an undefined s tate.         

Passing  m utab le  ob jects  to  an  un trusted  m ethod
 Sending non-c loned m utable data as  a return value m ay result in that data being altered or deleted 

              by the called func tion, thereby putting the c lass  in an undefined s tate.              

Acciden ta l leak ing  o f sensitive  in fo rm ation  th rough  e rro r m essages
               Server m essages  need to be parsed before being passed on to the user.                

Acciden ta l leak ing  o f sensitive  in fo rm ation  th rough  sen t da ta
  T he acc idental leaking of sens itive inform ation through sent data refers  to the transm iss ion of   

data which is  either sens itive in and of itself or useful in the further exploitation of the sys tem  
                                  through s tandard data channels .                                   

Acciden ta l leak ing  o f sensitive  in fo rm ation  th rough  da ta  queries
 W hen trying to keep inform ation confidential, an attacker can often infer som e of the inform ation  

                                        by us ing s tatis tics .                                        

R ace  cond ition  w ith in  a  th read
    If  two threads  of execution use a resource s im ultaneous ly, there exis ts  the poss ib ility that    

       resources  m ay be used while invalid, in turn m aking the s tate of execution undefined.        

R eflection  a ttack in  an  au th  p ro toco l
 S im ple authentication protocols  are subjec t to reflec tion attacks  if  a m alic ious  user can use the  

                           target m achine to im personate a trus ted user.                            

C aptu re -rep lay
   A capture-relay protocol f law exis ts  when it is  poss ib le for a m alic ious  user to sniff  network   

traff ic  and replay it to the server in ques tion to the sam e effec t as  the orig inal m essage (or w ith 
                                          m inor changes).                                           

F a ilu re  to  fo llow  cha in  o f trust in  ce rtifica te  va lida tion
 Failure to follow the chain of trus t when validating a certif icate results  in the trus t of a g iven 

               resource which has  no connec tion to trus ted root-certif icate entities .               

Key exchange  w ithou t en tity  au then tica tion
Perform ing a key exchange w ithout verifying the identity of the entity being com m unicated w ith w ill 

  preserve the integrity of the inform ation sent between the two entities ; th is  w ill not, however,  
                               guarantee the identity of end entity.                                

F a ilu re  to  va lida te  host-specific  ce rtifica te  da ta
  T he failure to validate hos t-spec if ic  certif icate data m ay m ean that, while the certif icate read  

                      was  valid, it was  not for the s ite orig inally reques ted.                      

F a ilu re  to  va lida te  ce rtifica te  exp ira tion
  T he failure to validate certif icate operation m ay result in trus t being ass igned to certif icates   

                               which have been abandoned due to age.                                

F a ilu re  to  check fo r ce rtifica te  revoca tion
 If  a certif icate is  used w ithout f irs t checking to ensure it was  not revoked, the certif icate m ay  

                                          be com prom ised.                                           

F a ilu re  to  encryp t da ta
      T he failure to encrypt data passes  up the guarantees  of confidentiality, integrity, and       

                    accountability that properly im plem ented encryption conveys .                    

F a ilu re  to  add  in teg rity  check va lue
      If  in tegrity check values  or â � � check s umsâ � �  ar e omi tted fr om a pr otocol ,  t her e i s no way of      

                      determ ining if  data has  been corrupted in transm iss ion.                       

F a ilu re  to  check in teg rity  check va lue
  If  in tegrity check values  or â � � check s umsâ � �  ar e not v al i dat ed befo r e messages  ar e parsed and used,   

             there is  no way of determ ining if  data has  been corrupted in transm iss ion.             

U se o f ha rd -coded  password
   T he use of a hard-coded password inc reases  the poss ib ility of password guess ing trem endous ly.    

U se o f ha rd -coded  cryp tograph ic  key
  T he use of a hard-coded c ryptographic  key trem endous ly inc reases  the poss ib ility that encrypted   

                                       data m ay be recovered                                        

Storing  passwords in  a  recoverab le  fo rm at
  T he s torage of passwords  in a recoverable form at m akes  them  subjec t to password reuse attacks  by  

m alic ious  users . If  a sys tem  adm inis trator can recover the password direc tly â ��  or  use a brute for ce 
      search on the inform ation available to h im  â ��,  he c an use t he pas sword on ot her  acc ounts.      

Trusting  se lf-reported  IP address
 T he use of IP addresses  as  authentication is  f lawed and can eas ily be spoofed by m alic ious  users .  

Trusting  se lf-reported  D N S nam e
    T he use of self-reported D N S nam es as  authentication is  f lawed and can eas ily be spoofed by     

                                          m alic ious  users .                                          

U sing  re fe rre r fie ld  fo r au then tica tion
  T he referrer f ield in H T T P reques ts  can be eas ily m odif ied and, as  such, is  not a valid m eans  of  

                                    m essage integrity checking.                                     

U sing  a  b roken  o r risky cryp tograph ic  a lgo rithm
 T he use of a broken or risky c ryptographic  algorithm  is  an unnecessary risk that m ay result in the 

                                d isc losure of sens itive inform ation.                                

U sing  password  system s
 T he use of password sys tem s as  the prim ary m eans  of authentication m ay be subjec t to several f laws  

                 or shortcom ings , each reduc ing the effec tiveness  of the m echanism .                 

U sing  s ing le -facto r au then tica tion
  T he use of s ingle-fac tor authentication can lead to unnecessary risk of com prom ise when com pared  

                     w ith the benefits  of a dual-fac tor authentication schem e.                      

N ot a llow ing  password  ag ing
  If  no m echanism  is  in p lace for m anaging password aging, users  w ill have no incentive to update   

                                   passwords  in a tim ely m anner.                                    

A llow ing  password  ag ing
  A llow ing password aging to occur unchecked can result in the poss ib ility of d im inished password   

                                             in tegrity.                                             

R eusing  a  nonce , key pa ir in  encryp tion
                   N onces  should be used for the present occas ion and only once.                    

U sing  a  key past its  exp ira tion  da te
     T he use of a c ryptographic  key or password pas t its  expiration date dim inishes  its  safety      

                                           s ignif icantly.                                           

N ot us ing  a  random  IV  w ith  C BC  m ode
 N ot us ing a a random  in itialization vec tor w ith C ipher B lock C haining (C BC ) M ode causes  algorithm s 

                              to be susceptib le to d ic tionary attacks .                              

F a ilu re  to  p ro tect s to red  da ta  from  m od ifica tion
                         D ata should be protec ted from  direc t m odif ication.                         

F a ilu re  to  p rov ide  con fiden tia lity  fo r s to red  da ta
     N on-f inal public  f ields  should be avoided, if  poss ib le, as  the code is  eas ily tem perable.      

Ignored  function  re tu rn  va lue
       If  a func tions  return value is  not checked, it could have failed w ithout any warning.        

M iss ing  param ete r
  If  too few argum ents  are sent to a func tion, the func tion w ill s till pop the expec ted num ber of   

   argum ents  from  the s tack. Potentially, a variable num ber of argum ents  could be exhaus ted in a    
                                         func tion as  well.                                          

M isin te rp re ted  function  re tu rn  va lue
If  a func tionâ� �s return val ue is  not  pr oper ly  check ed, t he f unct i on c ould have fai l ed  wi t hout  pr oper 

                                          acknowledgem ent.                                          

U nin itia lized  va riab le
                      U s ing the value of an unitialized variable is  not safe.                       

D up lica te  key in  associa tive  lis t (a lis t)
    Assoc iative lis ts  should always  have unique keys , s ince having non-unique keys  can often be     

                                       m is taken for an error.                                       

D ele tion  o f da ta -s tructu re  sen tine l
             T he acc idental deletion of a can cause serious  program ing logic  problem s.              

Add ition  o f da ta -s tructu re  sen tine l
 T he acc idental addition of a data-s truc ture sentinel can cause serious  program ing logic  problem s.  

U se o f s izeo f() on  a  po in te r type
           R unning s izeof() on a m alloced pointer type w ill always  return the words ize/8.           

U nin ten tiona l po in te r sca ling
  In C  and C ++, one m ay often acc identally refer to the wrong m em ory due to the sem antics  of when   

                               m ath operations  are im plic itly scaled.                               

Im proper po in te r sub traction
     T he subtrac tion of one pointer from  another in order to determ ine s ize is  dependant on the     

                   assum ption that both pointers  exis t in the sam e m em ory chunk.                    

U sing  the  wrong  opera to r
  T his  is  a com m on error g iven when an operator is  used which does  not m ake sense for the context   

                                              appears .                                              

Assign ing  instead  o f com paring
In m any languages  the com pare s tatem ent is  very c lose in appearance to the ass ignm ent s tatem ent and 

                                        are often confused.                                         

C om paring  instead  o f ass ign ing
 In m any languages , the com pare s tatem ent is  very c lose in appearance to the ass ignm ent s tatem ent;  

                                      they are often confused.                                      

Inco rrect b lock de lim ita tion
 In som e languages , forgetting to explic itly delim it a b lock can result in a logic  error that can,  

                                in  turn, have security im plications .                                

O m itted  b reak s ta tem ent
 O m itting a break s tatem ent so that one m ay fall through is  often indis tinguishable from  an error,  

                                 and therefore should not be used.                                  

Im proper c leanup  on  th rown excep tion
      C aus ing a change in f low, due to an exception, can often leave the code in a bad s tate.       

U ncaugh t excep tion
 W hen an exception is  thrown and not caught, the process  has  given up an opportunity to dec ide if  a 

                       g iven failure or event is  worth a change in execution.                       

Im proper e rro r hand ling
                   Som etim es an error is  detec ted, and bad or no ac tion is  taken.                   

Im proper tem p file  open ing
 Tem pfile c reation should be done in a safe way. To be safe, the tem p f ile func tion should open up  

   the tem p f ile w ith appropriate access  control. T he tem p f ile func tion should also retain th is     
                         quality, while being res is tant to race conditions .                         

G uessed  o r v is ib le  tem pora ry file
     O n som e operating sys tem s, the fac t that the tem p f ile exis ts  m ay be apparent to any user.     

F a ilu re  to  dea lloca te  da ta
If  m em ory is  allocated and not freed the process  could continue to consum e m ore and m ore m em ory and 

                                         eventually c rash.                                          

N on-cryp tograph ic  PR N G
 T he use of N on-c ryptographic  Pseudo-R andom  N um ber G enerators  (PR N G s) as  a source for security can  

                           be very dangerous , s ince they are predic table.                           

F a ilu re  to  check whe ther p riv ileges were  d ropped  successfu lly
        If  one changes  security privileges , one should ensure that the change was  success ful        


