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N atu re  o f F law

Tim e o f In troduction

Exp lo ita tion  D om ain

E ffect D om a in

M in im um  num ber o f com ponen ts needed  to  exp lo it

Source  o f Vu lne rab ility  Iden tifica tion

Im proper p ro tection  (in itia liza tion  and  en fo rcem ent)

Im proper va lida tion
not checking c ritical conditions  and param eters , leading to a process â��  addr ess i ng  m emory  not in i ts 

m em ory space by referenc ing through an out-of-bounds  pointer value; allow ing type c lashes ; overf lows

Im proper synchron iza tion

Im proper cho ice  o f operand  o r opera tion
  us ing unfair scheduling algorithm s that b lock certain processes  or users  from  running; us ing the  

                                 wrong func tion or wrong argum ents                                   

Im proper cho ice  o f in itia l p ro tection  dom a in
      â �� i ncor r ect init ial  ass i g nment  of  securi ty  or int egri ty l evel  at  sys t em init ial i zat i on or      

generation; a security c ritical func tion m anipulating c ritical data direc tly access ib le to the userâ ��

Im proper iso la tion  o f im p lem enta tion  de ta il
  allow ing users  to bypass  operating sys tem  controls  and write to absolute input/output addresses ;  

d irec t m anipulation of a â � �h i ddenâ � � data s tr uc tur e such as  a di r ectory fi l e bei ng wr i tten t o as i f it 
                    were a regular f ile; drawing inferences  from  paging ac tivity                    

Im proper change
             the â ��t i me-of - check to t i me-of - useâ��  flaw;  c hangi ng a p aramet er  unexpect edly             

Im proper nam ing
allowing two different objec ts  to have the sam e nam e, resulting in confus ion allow ing two different 
    objec ts  to have the sam e nam e, resulting in confus ion over which is  referencedover which is      

                                             referenced                                             

Im proper dea lloca tion  o r de le tion
 leaving old data in m em ory deallocated by one process  and reallocated to another process , enabling 

 the second process  to access  the inform ation used by the f irs t; failing to end a sess ion properly  

Im proper ind iv is ib ility
                 in terrupting atom ic  operations  (e.g. locking); cache incons is tency                 

Im proper sequencing
                allow ing ac tions  in an incorrec t order (e.g. reading during writing)                

D uring  D eve lopm ent

D uring  M a in tenance

D uring  O pera tion

R equ irem ents/Specifica tion /D esign

Source  C ode

O b ject C ode


