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U nva lida ted  Inpu t
W eb applications  use input from  H T T P reques ts  (and occas ionally f iles ) to determ ine how to respond. 

  A ttackers  can tam per w ith any part of an H T T P reques t, inc luding the url, querys tring, headers ,   
  cookies , form  f ields , and hidden f ields , to try to bypass  the s iteâ� �s  securi ty  mechani sms.  C o mmon  

  nam es for com m on input tam pering attacks  inc lude: forced brows ing, com m and insertion, c ross  s ite  
  sc ripting, buffer overf lows, form at s tring attacks , SQ L in jec tion, cookie poisoning, and hidden   

                                f ield m anipulation. [Short Vers ion]                                 

Broken  Access C on tro l
 Access  control, som etim es  called authorization, is  how a web application grants  access  to content  

  and func tions  to som e users  and not others . T hese checks  are perform ed after authentication, and  
 govern what â� � aut hor i z edâ � �  users  are a l l owed t o d o.  Access  contr ol  s ounds l i ke a  si mpl e pr o bl em but  

    is  ins id ious ly d iff icult to im plem ent correc tly. A web applicationâ� �s  access  c ont rol  model is    
 c losely tied to the content and func tions  that the s ite provides . In addition, the users  m ay fall  

      in to a num ber of groups  or roles  w ith d ifferent abilities  or privileges . [Short Vers ion]      

Broken  Au then tica tion  and  Session  M anagem ent
   Authentication and sess ion m anagem ent inc ludes  all aspec ts  of handling user authentication and   

   m anaging ac tive sess ions . Authentication is  a c ritical aspec t of th is  process , but even solid    
  authentication m echanism s can be underm ined by f lawed c redential m anagem ent func tions , inc luding  
    password change, forgot m y password, rem em ber m y password, account update, and other related    

 func tions . Because â � � walk  byâ �� at t acks  are li kel y f or  ma ny  web appl icat ions, al l  ac cou nt  man agement  
 func tions  should require reauthentication even if  the user has  a valid sess ion id. [Short Vers ion] 

C ross S ite  Scrip ting  (XSS) F laws
 C ross-s ite sc ripting (som etim es  referred to as  XSS) vulnerabilities  occur when an attacker uses  a  

web application to send m alic ious  code, generally in the form  of a sc ript, to a d ifferent end user. 
T hese f laws are quite w idespread and occur anywhere a web application uses  input from  a user in the 

                     output it generates  w ithout validating it. [Short Vers ion]                     

Buffe r O verflows
   A ttackers  use buffer overf lows to corrupt the execution s tack of a web application. By sending   
 carefully c rafted input to a web application, an attacker can cause the web application to execute 
arbitrary code â ��  ef f ect i vely t ak i ng over t he  machi ne.  Buf fer  overf l ows are not  easy to di scover  and 

     even when one is  d iscovered, it is  generally extrem ely diff icult to exploit. N evertheless ,     
     attackers  have m anaged to identify buffer overf lows in a s taggering array of produc ts  and      

 com ponents . Another very s im ilar c lass  of f laws  is  known as  form at s tring attacks . [Short Vers ion] 

In jection  F laws
    In jec tion f laws  allow attackers  to relay m alic ious  code through a web application to another    

 sys tem . T hese attacks  inc lude calls  to the operating sys tem  via sys tem  calls , the use of external  
 program s via shell com m ands, as  well as  calls  to backend databases  via SQ L (i.e., SQ L in jec tion).  
W hole sc ripts  written in perl, python, and other languages  can be in jec ted into poorly des igned web 

  applications  and executed. Any tim e a web application uses  an interpreter of any type there is  a  
                           danger of an in jec tion attack. [Short Vers ion]                           

Im proper E rro r H and ling
 Im proper handling of errors  can introduce a variety of security problem s for a web s ite. T he m ost  

 com m on problem  is  when detailed internal error m essages  such as  s tack traces , database dum ps, and  
 error codes  are displayed to the user (hacker). T hese m essages  reveal im plem entation details  that  
  should never be revealed. Such details  can provide hackers  im portant c lues  on potential f laws  in  

          the s ite and such m essages  are also dis turbing to norm al users . [Short Vers ion]           

Insecure  S to rage
M ost web applications  have a need to s tore sens itive inform ation, either in a database or on a f ile 

   sys tem  som ewhere. T he inform ation m ight be passwords , c redit card num bers , account records , or   
   proprietary inform ation. Frequently, encryption techniques  are used to protec t th is  sens itive    

  in form ation. W hile encryption has  becom e relatively easy to im plem ent and use, developers  s till   
 frequently m ake m is takes  while integrating it in to a web application. D evelopers  m ay overes tim ate  
  the protec tion gained by us ing encryption and not be as  careful in securing other aspec ts  of the  

                                       s ite. [Short Vers ion]                                        

D en ia l o f Serv ice
  A web application canâ��t  easi ly tel l  t he di f fer ence be t ween an at t ack  and ordi nary t raff ic.  There  

 are m any fac tors  that contribute to th is  d iff iculty, but one of the m ost im portant is  that, for a  
num ber of reasons , IP addresses  are not useful as  an identif ication c redential. Because there is  no 

  reliable way to tell where an H T T P reques t is  from , it is  very diff icult to f ilter out m alic ious   
   traff ic . For d is tributed attacks , how would an application tell the difference between a true    
    attack, m ultip le users  all h itting reload at the sam e tim e (which m ight happen if  there is  a    

            tem porary problem  with the s ite), or getting â � �s l as hdot t edâ�� ? [Sho r t  Ver sion]             

Insecure  C on figu ra tion  M anagem ent
     W eb server and application server configurations  play a key role in the security of a web      

   application. T hese servers  are respons ible for serving content and invoking applications  that    
   generate content. In addition, m any application servers  provide a num ber of services  that web    
    applications  can use, inc luding data s torage, d irec tory services , m ail, m essaging, and m ore.    
 Failure to m anage the proper configuration of your servers  can lead to a w ide variety of security  

                                     problem s. [Short Vers ion]                                      


