
Root

Incom p le te  Param ete r Va lida tion
       Failing to check that a param eter used as  an array index is  in the range of the array        

Inconsis ten t Param ete r Va lida tion
   If  a routine allow ing shared access  to f iles  accepts  blanks  in a f ile nam e, but no other f ile    
         m anipulation routine (such as  a routine to revoke shared access) w ill accept them           

Im p lic it Sharing  o f P riv ileged /C on fiden tia l D a ta
                  Sending inform ation by m odulating the load average of the sys tem                   

Asynchronous Va lida tion /Inadequa te  Seria liza tion
   C hecking a f ile for access  perm iss ion and opening it non-atom ically, thereby allow ing another    
        process  to change the binding of the nam e to the data between the check and the open        

Inadequa te  Iden tifica tion /Au then tica tion /Au thoriza tion
R unning a sys tem  program  identif ied only by nam e, and having a different program  with the sam e nam e 

                                              executed                                              

Vio lab le  P roh ib ition /L im it
                   Being able to m anipulate data outs ide oneâ� �s  prot ect i on d omain                    

Exp lo itab le  Log ic  E rro r
 P reventing a program  from  opening a c ritical f ile, caus ing the program  to execute an error routine 

                              that g ives  the user unauthorized rights .                              


