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Inpu t va lida tion  and  rep resen ta tion
 Input validation and representation problem s are caused by m etacharac ters , alternate encodings  and 

 num eric  representations . Security problem s result from  trus ting input. T he issues  inc lude: â � � Buf fer 
           O verf lows,â ��  â � � Cro ss- Si t e Scri pt ingâ� �  attac k s , â �� SQL I nj ec t i on , â � � and many others.            

API abuse
 An AP I is  a contrac t between a caller and a callee. T he m ost com m on form s of AP I abuse are caused  

  by the caller failing to honor its  end of th is  contrac t. For exam ple, if  a program  fails  to call  
  chdir() after calling chroot(), it violates  the contrac t that spec if ies  how to change the ac tive  

 root d irec tory in a secure fashion. Another good exam ple of library abuse is  expec ting the callee  
to return trus tworthy D N S inform ation to the caller. In th is  case, the caller abuses  the callee AP I 
      by m aking certain assum ptions  about its  behavior (that the return value can be used for       

 authentication purposes). O ne can also violate the caller-callee contrac t from  the other s ide. For 
    exam ple, if  a coder subc lasses  SecureR andom  and returns  a non-random  value, the contrac t is      

                                             violated.                                              

Security  fea tu res
 Software security is  not security software. H ere we’re concerned w ith topics  like authentication,  

              access  control, confidentiality, c ryptography, and privilege m anagem ent.              

Tim e and  sta te
 D is tributed com putation is  about tim e and s tate. T hat is , in order for m ore than one com ponent to  

com m unicate, s tate m ust be shared, and all that takes  tim e. M ost program m ers  anthropom orphize their 
 work. T hey th ink about one thread of control carrying out the entire program  in the sam e way they  

  would if  they had to do the job them selves . M odern com puters , however, sw itch between tasks  very  
quickly, and in m ulti-core, m ulti-C PU , or d is tributed sys tem s, two events  m ay take place at exac tly 

    the sam e tim e. D efec ts  rush to f ill the gap between the program m er’s  m odel of how a program      
 executes  and what happens  in reality. T hese defec ts  are related to unexpec ted interac tions  between 

     threads , processes , tim e, and inform ation. T hese interac tions  happen through shared s tate:     
    sem aphores , variables , the f ile sys tem , and, bas ically, anything that can s tore inform ation.    

Erro r H and ling
 E rrors  and error handling represent a c lass  of AP I. E rrors  related to error handling are so com m on 

    that they deserve a spec ial kingdom  of their own. As  w ith â � � API  Abuse,â� �  t here ar e t wo ways to    
  in troduce an error-related security vulnerability: the m ost com m on one is  handling errors  poorly  

   (or not at all). T he second is  produc ing errors  that either g ive out too m uch inform ation (to    
                          poss ib le attackers ) or are diff icult to handle.                           

C ode Q ua lity
 Poor code quality leads  to unpredic table behavior. F rom  a user’s  perspec tive that often m anifes ts   

    itself as  poor usability. For an attacker it provides  an opportunity to s tress  the sys tem  in    
                                          unexpec ted ways .                                          

Encapsu la tion
  Encapsulation is  about drawing s trong boundaries . In a web browser that m ight m ean ensuring that  
your m obile code cannot be abused by other m obile code. O n the server it m ight m ean differentiation 
between validated data and unvalidated data, between one user’s  data and another’s , or between data 

                        users  are allowed to see and data that they are not.                        

Environm ent
  T his  sec tion inc ludes  everything that is  outs ide of the source code but is  s till c ritical to the  

 security of the produc t that is  being c reated. Because the issues  covered by th is  kingdom  are not  
          d irec tly related to source code, we separated it from  the res t of the kingdom s.           

CWEC : Input Validation

CWEC : Representation Errors

OWASP : Unvalidated Input

Buffe r O verflow
  W riting outs ide the bounds  of allocated m em ory can corrupt data, c rash the program , or cause the  

                                  execution of an attack payload.                                   

C om m and In jection
Executing com m ands from  an untrus ted source or in an untrus ted environm ent can cause an application 

                      to execute m alic ious  com m ands on behalf of an attacker.                       

C ross-s ite  Scrip ting
    Sending unvalidated data to a W eb browser can result in the browser executing m alic ious  code    

                                         (usually sc ripts ).                                         

F orm at S tring
    A llow ing an attacker to control a func tionâ� �s fo r mat  str i ng  may r esul t in a buf fer  overf l ow.     

H T T P R esponse  Sp litting
W riting unvalidated data into an H T T P header allows an attacker to spec ify the entirety of the H T T P 

                                 response rendered by the browser.                                  

Illega l Po in te r Va lue
   T his  func tion can return a pointer to m em ory outs ide of the buffer to be searched. Subsequent    

                    operations  on the pointer m ay have unintended consequences .                     

In teger O verflow
        N ot accounting for integer overf low can result in logic  errors  or buffer overf lows.         

Log  F org ing
 W riting unvalidated user input into log f iles  can allow an attacker to forge log entries  or in jec t 

                                    m alic ious  content into logs .                                    

Path  M an ipu la tion
   A llow ing user input to control paths  used by the application m ay enable an attacker to access     

                                     otherw ise protec ted f iles .                                     

Process C on tro l
Executing com m ands or loading libraries  from  an untrus ted source or in an untrus ted environm ent can 

    cause an application to execute m alic ious  com m ands (and payloads) on behalf of an attacker.     

R esource  In jection
   A llow ing user input to control resource identif iers  m ay enable an attacker to access  or m odify   

                               otherw ise protec ted sys tem  resources .                                

Setting  M an ipu la tion
 A llow ing external control of sys tem  settings  can dis rupt service or cause an application to behave 

                                        in  unexpec ted ways .                                         

SQ L In jection
      C ons truc ting a dynam ic  SQ L s tatem ent w ith user input m ay allow an attacker to m odify the      

                     s tatem entâ� �s  meani ng or to execute arbi t rary  SQL c o mmands.                      

String  Term ina tion  E rro r
               R elying on proper s tring term ination m ay result in a buffer overf low.                

Stru ts : D up lica te  Va lida tion  F orm s
   M ultip le validation form s w ith the sam e nam e indicate that validation logic  is  not up-to-date.   

Stru ts : E rroneous va lida te () M e thod
         T he validator form  defines  a validate() m ethod but fails  to call super.validate().         

Stru ts : F o rm  Bean  D oes N o t Extend  Va lida tion  C lass
                         A ll S truts  form s should extend a Validator c lass .                          

Stru ts : F o rm  F ie ld  W ithou t Va lida to r
          Every f ield in a form  should be validated in the corresponding validation form .           

Stru ts : P lug -in  F ram ework N o t In  U se
       U se the S truts  Validator to prevent vulnerabilities  that result from  unchecked input.        

Stru ts : U nused  Va lida tion  F orm
            An unused validation form  indicates  that validation logic  is  not up-to-date.            

Stru ts : U nva lida ted  Action  F orm
                    Every Ac tion Form  m ust have a corresponding validation form .                    

Stru ts : Va lida to r Turned  O ff
                  T his  Ac tion Form  m apping disables  the form â� �s val i date()  met hod.                   

Stru ts : Va lida to r W ithou t F orm  F ie ld
Validation f ields  that do not appear in form s they are assoc iated w ith indicate that the validation 

                                       logic  is  out of date.                                        

U nsa fe  JN I
Im proper use of the Java N ative Interface (JN I) can render Java applications  vulnerable to security 

                  bugs  in other languages . Language-based encapsulation is  broken.                  

U nsa fe  R e flection
      An attacker m ay be able to c reate unexpec ted control f low paths  through the application,      

                               potentially bypass ing security checks .                               

XM L Va lida tion
Failure to enable validation when pars ing XM L gives  an attacker the opportunity to supply m alic ious  

                                               input.                                               

CWEC : OVER - Unbounded Transfer (’classic overflow’)

OWASP : Buffer Overflows

CWEC : Command Injection

CWEC : XSS - Cross-site scripting (XSS)

OWASP : Cross-site Scripting (XSS) Flaws

CWEC : FORMAT - Format string vulnerability

CWEC : HTTP Response Splitting

CWEC : Illegal Pointer Value

CWEC : OVERFLOW - Integer overflow (wrap or wraparound)

CWEC : Log Forging

CWEC : Path Manipulation

CWEC : Process Control

CWEC : Resource Injection

OWASP : Injection Flaws

CWEC : Setting Manipulation

CWEC : SQL - SQL injection

CWEC : NULLTERM - Improper Null Character Termination

CWEC : Struts: Duplicate Validation Forms

CWEC : Struts: Erroneous validate() Method

CWEC : Struts: Form Bean Does Not Extend Validation Class

CWEC : Struts: Form Field Without Validator

CWEC : Struts: Plug-in Framework Not In Use

CWEC : Struts: Unused Validation Form

CWEC : Struts: Unvalidated Action Form

CWEC : Struts: Validator Turned Off

CWEC : Struts: Validator Without Form Field

CWEC : Unsafe JNI

CWEC : Unsafe Reflection

CWEC : XML Validation

CWEC : API Abuse

D angerous F unctions
                     Func tions  that cannot be used safely should never be used.                     

D irecto ry  R estric tion
       Im proper use of the chroot() sys tem  call m ay allow attackers  to escape a chroot jail.        

H eap Inspection
              D o not use realloc () to res ize buffers  that s tore sens itive inform ation.              

J2EE  Bad  P ractices: ge tC onnection ()
          getC onnec tion(). T he J2EE  s tandard forbids  the direc t m anagem ent of connec tions .          

J2EE  Bad  P ractices: Socke ts
                 Socket-based com m unication in web applications  is  prone to error.                  

O ften  M isused : Au then tica tion
  D o not rely on the nam e the getlogin() fam ily of func tions  returns  because it is  easy to spoof.   

O ften  M isused : Excep tion  H and ling
       A dangerous  func tion can throw an exception, potentially caus ing the program  to c rash.       

O ften  M isused : Pa th  M an ipu la tion
 Pass ing an inadequatelys ized output buffer to a path m anipulation func tion can result in a buffer  

                                             overf low.                                              

O ften  M isused : P riv ilege  M anagem ent
      Failure to adhere to the princ ip le of leas t privilege am plif ies  the risk posed by other       

                                          vulnerabilities .                                          

O ften  M isused : S tring  M anagem ent
                   Func tions  that m anipulate s trings  encourage buffer overf lows.                    

U nchecked  R e tu rn  Va lue
Ignoring a m ethodâ� �s return val ue c an c ause t he pr ogr am to over l ook  unexpec t ed s tat es  and c ondit i ons.

CWEC : Dangerous Functions

CWEC : Directory Restriction

CWEC : Heap Inspection

CWEC : J2EE Bad Practices: getConnection()

CWEC : J2EE Bad Practices: Sockets

CWEC : Often Misused: Authentication

CWEC : Often Misused: Exception Handling

CWEC : Often Misused: Path Manipulation

CWEC : Often Misused: Privilege Management

CWEC : Often Misused: String Management

CWEC : Unchecked Return Value

CWEC : Security Features

OWASP : Insecure Storage

Insecure  R andom ness
          S tandard pseudo-random  num ber generators  cannot w iths tand c ryptographic  attacks .          

Least P riv ilege  V io la tion
   T he elevated privilege level required to perform  operations  such as  chroot() should be dropped   

                           im m ediately after the operation is  perform ed.                            

M iss ing  Access C on tro l
   T he program  does  not perform  access  control checks  in a cons is tent m anner ac ross  all potential   

                                          execution paths .                                          

Password  M anagem ent
                 S toring a password in p laintext m ay result in a sys tem  com prom ise.                 

Password  M anagem ent: Em pty Password  in  C on figu ra tion  F ile
                          U s ing an em pty s tring as  a password is  insecure.                          

Password  M anagem ent: H ard -C oded  Password
    H ard coded passwords  m ay com prom ise sys tem  security in a way that cannot be eas ily rem edied.    

Password  M anagem ent: Password  in  C on figu ra tion  F ile
            S toring a password in a configuration f ile m ay result in sys tem  com prom ise.             

Password  M anagem ent: W eak C ryp tography
            O bscuring a password w ith a trivial encoding does  not protec t the password.             

Privacy V io la tion
    M ishandling private inform ation, such as  cus tom er passwords  or soc ial security num bers , can     

                           com prom ise user privacy and is  often illegal.                            

CWEC : (RAND) Randomness and Predictability

CWEC : Least Privilege Violation

CWEC : Missing Access Control

OWASP : Broken Access Control

CWEC : Plaintext Storage

CWEC : Empty Password in Configuration File

CWEC : Hard-Coded Password

CWEC : Password in Configuration File

CWEC : Weak Cryptography for Passwords

CWEC : Privacy Violation

CWEC : Time and State

D ead lock
                       Incons is tent locking disc ip line can lead to deadlock.                        

F a ilu re  to  Beg in  a  N ew Session  upon  Au then tica tion
  U s ing the sam e sess ion identif ier ac ross  an authentication boundary allows an attacker to h ijack  

                                      authenticated sess ions .                                       

F ile  Access R ace  C ond itions: TO C TO U
    T he w indow of tim e between when a f ile property is  checked and when the f ile is  used can be     

                         exploited to launch a privilege escalation attack.                         

Insecure  Tem pora ry F ile
  C reating and us ing insecure tem porary f iles  can leave application and sys tem  data vulnerable to   

                                              attack.                                               

J2EE  Bad  P ractices: System .exit()
          Sys tem .exit(). A W eb application should not attem pt to shut down its  container.           

J2EE  Bad  P ractices: T hreads
   T hread m anagem ent in a W eb application is  forbidden in som e c ircum stances  and is  always  highly   

                                            error prone.                                            

S igna l H and ling  R ace  C ond itions
  S ignal handlers  m ay change shared s tate relied upon by other s ignal handlers  or application code  

                                    caus ing unexpec ted behavior.                                    

CWEC : Deadlock

CWEC : ????UNRES - Unrestricted Critical Resource Lock????

OWASP : Broken Authentication and Session Management

CWEC : Failure to Begin a New Session upon Authentication

CWEC : TOCTOU - Time-of-check Time-of-use race condition

CWEC : Insecure Temporary File

CWEC : J2EE Bad Practices: System.exit()

CWEC : J2EE Bad Practices: Threads

CWEC : SIGNAL - Signal handler race condition

CWEC : Error Handling

OWASP : Improper Error Handling

C atch  N u llPo in te rExcep tion
    C atching N ullPointerException should not be used as  an alternative to program m atic  checks  to    

                               prevent dereferenc ing a null pointer.                                

Em pty C a tch  B lock
 Ignoring exceptions  and other error conditions  m ay allow an attacker to induce unexpec ted behavior 

                                             unnoticed.                                             

O verly-B road  C a tch  B lock
    C atching overly broad exceptions  prom otes  com plex error handling code that is  m ore likely to    

                                 contain security vulnerabilities .                                  

O verly-B road  T hrows D ecla ra tion
    T hrowing overly broad exceptions  prom otes  com plex error handling code that is  m ore likely to    

                                 contain security vulnerabilities .                                  

CWEC : Catch NullPointerException

CWEC : UNCH - Unchecked Error Condition

CWEC : Overly-Broad Catch Block

CWEC : Overly-Broad Throws Declaration

CWEC : Code Quality

OWASP : Denial of Service

D oub le  F ree
           C alling free() tw ice on the sam e m em ory address  can lead to a buffer overf low.           

Inconsis ten t Im p lem enta tions
 Func tions  w ith incons is tent im plem entations  across  operating sys tem s and operating sys tem  vers ions  

                                    cause portability problem s.                                     

M em ory Leak
                M em ory is  allocated but never freed leading to resource exhaus tion.                 

N ull D ere fe rence
  T he program  can potentially dereference a null pointer, thereby rais ing a N ullPointerException.   

O bso le te
              T he use of deprecated or obsolete func tions  m ay indicate neglec ted code.              

U ndefined  Behavio r
T he behavior of th is  func tion is  undefined unless  its  control param eter is  set to a spec if ic  value. 

U nin itia lized  Variab le
             T he program  can potentially use a variable before it has  been in itialized.             

U nre leased  R esource
                   T he program  can potentially fail to release a sys tem  resource.                   

U se A fte r F ree
              R eferenc ing m em ory after it has  been freed can cause a program  to c rash.              

CWEC : Double Free

CWEC : Inconsistent Implementations

CWEC : MEMLEAK - Memory leak

CWEC : Null Dereference

CWEC : Obsolete

CWEC : Undefined Behavior

CWEC : Uninitialized Variable

CWEC : RELEASE - Improper resource shutdown or release

CWEC : Use After Free
CWEC : Encapsulation

C om paring  C lasses by N am e
  C om paring c lasses  by nam e can lead a program  to treat two c lasses  as  the sam e when they ac tually  

                                              d iffer.                                               

D ata  Leaking  Be tween  U sers
D ata can "bleed" from  one sess ion to another through m em ber variables  of s ingleton objec ts , such as  

                             Servlets , and objec ts  from  a shared pool.                              

Le ftover D ebug  C ode
                  D ebug code can c reate unintended entry points  in an application.                  

M obile  C ode : O b ject H ijack
    A ttackers  can use C loneable objec ts  to c reate new ins tances  of an objec t w ithout calling its     

                                            cons truc tor.                                            

M obile  C ode : U se  o f Inner C lass
 Inner c lasses  are trans lated into c lasses  that are access ib le at package scope and m ay expose code 

                     that the program m er intended to keep private to attackers .                     

M obile  C ode : N on-F ina l Pub lic  F ie ld
      N on-f inal public  variables  can be m anipulated by an attacker to in jec t m alic ious  values .      

Priva te  A rray-Typed  F ie ld  R e tu rned  F rom  A Pub lic  M ethod
  T he contents  of a private array m ay be altered unexpec tedly through a reference returned from  a   

                                           public  m ethod.                                           

Pub lic  D a ta  Ass igned  to  P riva te  A rray-Typed  F ie ld
     Ass igning public  data to a private array is  equivalent g iving public  access  to the array.      

System  In fo rm ation  Leak
 R evealing sys tem  data or debugging inform ation helps  an adversary learn about the sys tem  and form   

                                          an attack plan.                                           

Trust Boundary V io la tion
    C om m ingling trus ted and untrus ted data in the sam e data s truc ture encourages  program m ers  to     

                                 m is takenly trus t unvalidated data.                                 

CWEC : Comparing Classes by Name

CWEC : Data Leaking Between Users

CWEC : Leftover Debug Code

CWEC : Mobile Code: Object Hijack

CWEC : Mobile Code: Use of Inner Class

CWEC : Mobile Code: Non-Final Public Field

CWEC : Private Array-Typed Field Returned From A Public Method

CWEC : Public Data Assigned to Private Array-Typed Field

CWEC : System Information Leak

CWEC : Trust Boundary Violation

CWEC : Environment

OWASP : Insecure Configuration Management

ASP.N ET M iscon figu ra tion : C rea ting  D ebug  B ina ry
        D ebugging m essages  help attackers  learn about the sys tem  and plan a form  of attack.         

ASP.N ET M iscon figu ra tion : M iss ing  C ustom  E rro r H and ling
  An ASP .N ET application m ust enable cus tom  error pages  in order to prevent attackers  from  m ining  

                        in form ation from  the fram eworkâ� �s  bui l t- in r esponses.                        

ASP.N ET M iscon figu ra tion : Password  in  C on figu ra tion  F ile
                           D o not hardwire passwords  into your software.                            

Insecure  C om pile r O p tim iza tion
              Im properly sc rubbing sens itive data from  m em ory can com prom ise security               

J2EE  M iscon figu ra tion : Insecure  Transport
   T he application configuration should ensure that SSL is  used for all access-controlled pages .    

J2EE  M iscon figu ra tion : Insu ffic ien t Sess ion -ID  Leng th
   Sess ion identif iers  should be at leas t 128 bits  long to prevent brute-force sess ion guess ing.    

J2EE  M iscon figu ra tion : M iss ing  E rro r H and ling
      W eb application m ust define a default error page for 404 errors , 500 errors  and to catch      

  java.lang.T hrowable exceptions  to prevent attackers  from  m ining inform ation from  the application  
                                container â� �s  bui l t- in er ror r esponse.                                

J2EE  M iscon figu ra tion : U nsa fe  Bean  D ecla ra tion
                            Entity beans  should not be dec lared rem ote.                             

J2EE  M iscon figu ra tion : W eak Access Perm iss ions
             Perm iss ion to invoke EJB  m ethods  should not be granted to the AN YO N E role.             

CWEC : ASP.NET Misconfiguration: Creating Debug Binary

CWEC : ASP.NET Misconfiguration: Missing Custom Error Handling

CWEC : ASP.NET Misconfiguration: Password in Configuration File

CWEC : Insecure Compiler Optimization

CWEC : J2EE Misconfiguration: Insecure Transport

CWEC : J2EE Misconfiguration: Insufficient Session-ID Length

CWEC : J2EE Misconfiguration: Missing Error Handling

CWEC : J2EE Misconfiguration: Unsafe Bean Declaration

CWEC : J2EE Misconfiguration: Weak Access Permissions


