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Authen tica tion
    T he Authentication sec tion covers  attacks  that target a web s iteâ� �s  met hod of  val i dat i ng t he     
identity of a user, service or application. Authentication is  perform ed us ing at leas t one of three 

  m echanism s: â � � s omethi ng y ou haveâ� � ,  â �� somet hi ng yo u knowâ � �  or  â � �somet hi ng y ou ar eâ ��.  Th is section will  
    d iscuss  the attacks  used to c ircum vent or exploit the authentication process  of a web s ite.     

Authoriza tion
 T he Authorization sec tion covers  attacks  that target a web s iteâ� �s  met hod of  dete rmini ng i f  a user, 

 service, or application has  the necessary perm iss ions  to perform  a reques ted ac tion. For exam ple,  
 m any web s ites  should only allow certain users  to access  spec if ic  content or func tionality. O ther  

tim es  a user â� �s  access to ot her r es our ces  mi ght  be r estr ic t ed.  Us i ng var i ous t ec hni ques,  an at t acker 
              can fool a web s ite into inc reas ing their privileges  to protec ted areas .              

C lien t-s ide  A ttacks
 T he C lient-s ide A ttacks  sec tion focuses  on the abuse or exploitation of a web s ite’s  users . W hen a 

   user vis its  a web s ite, trus t is  es tablished between the two parties  both technologically and    
 psychologically. A user expec ts  web s ites  they vis it to deliver valid content. A user also expec ts  

     the web s ite not to attack them  during their s tay. By leveraging these trus t relationship      
            expec tations , an attacker m ay em ploy several techniques  to exploit the user.            

C om m and Execu tion
 T he C om m and Execution sec tion covers  attacks  des igned to execute rem ote com m ands on the web s ite.  

 A ll web s ites  utilize user-supplied input to fu lf ill reques ts . O ften these user-supplied data are  
  used to c reate cons truc t com m ands resulting in dynam ic  web page content. If  th is  process  is  done  

                       insecurely, an attacker could alter com m and execution.                       

In fo rm ation  D isc losure
 T he Inform ation D isc losure sec tion covers  attacks  des igned to acquire sys tem  spec if ic  inform ation  
 about a web s ite. Sys tem  spec if ic  inform ation inc ludes  the software dis tribution, vers ion num bers , 
 and patch levels . O r the inform ation m ay contain the location of backup f iles  and tem porary f iles . 

  In m ost cases , d ivulg ing th is  inform ation is  not required to fu lf ill the needs  of the user. M os t  
 web s ites  w ill reveal a certain am ount of data, but itâ� �s  best to l imi t t he amount  of  data  whenever 

poss ib le. T he m ore inform ation about the web s ite an attacker learns , the eas ier the sys tem  becom es 
                                           to com prom ise.                                           

Log ica l A ttacks
T he Logical A ttacks  sec tion focuses  on the abuse or exploitation of a web applicationâ� �s l ogic f l ow. 

    Application logic  is  the expec ted procedural f low used in order to perform  a certain ac tion.    
 Password recovery, account regis tration, auc tion bidding, and eC om m erce purchases  are all exam ples  

   of application logic . A web s ite m ay require a user to correc tly perform  a spec if ic  m ulti-s tep   
   process  to com plete a particular ac tion. An attacker m ay be able to c ircum vent or m isuse these   

                             features  to harm  a web s ite and its  users .                             

Bru te  F orce
 A B rute Force attack is  an autom ated process  of trial and error used to guess  a personâ� �s  user n ame, 

                         password, c redit-card num ber or c ryptographic  key.                         

Insu ffic ien t Au then tica tion
 Insuff ic ient Authentication occurs  when a web s ite perm its  an attacker to access  sens itive content 

                     or func tionality w ithout having to properly authenticate.                      

W eak Password  R ecovery Va lida tion
   W eak Password R ecovery Validation is  when a web s ite perm its  an attacker to illegally obtain,    

                             change or recover another user â� �s  pas sword.                             

C reden tia l/Sess ion  P red ic tion
      C redential/Sess ion P redic tion is  a m ethod of h ijacking or im personating a web s ite user.      

Insu ffic ien t Au thoriza tion
 Insuff ic ient Authorization is  when a web s ite perm its  access  to sens itive content or func tionality 

                     that should require inc reased access  control res tric tions .                     

Insu ffic ien t Sess ion  Exp ira tion
    Insuff ic ient Sess ion Expiration is  when a web s ite perm its  an attacker to reuse old sess ion     

                           c redentials  or sess ion ID s  for authorization.                            

Session  F ixa tion
   Sess ion F ixation is  an attack technique that forces  a user’s  sess ion ID  to an explic it value.    

C onten t Spoo fing
  C ontent Spoofing is  an attack technique used to trick a user into believing that certain content  

               appearing on a web s ite is  legitim ate and not from  an external source.               

C ross-s ite  Scrip ting
 C ross-s ite Scripting (XSS) is  an attack technique that forces  a web s ite to echo attacker-supplied 

                         executable code, which loads  in a user â� �s  br owser.                          

Buffe r O verflow
 Buffer O verf low exploits  are attacks  that alter the f low of an application by overwriting parts  of 

                                              m em ory.                                               

F orm at S tring  A ttack
   Form at S tring A ttacks  alter the f low of an application by us ing form atting library features  to   

                                     access  other m em ory space.                                     

LD AP In jection
LD AP Injec tion is  an attack technique used to exploit web s ites  that cons truc t LD AP s tatem ents  from  

                                        user-supplied input.                                        

O S C om m and ing
    O S  C om m anding is  an attack technique used to exploit web s ites  by executing O perating Sys tem     

                        com m ands through m anipulation of application input.                         

SQ L In jection
 SQ L In jec tion is  an attack technique used to exploit web s ites  that cons truc t SQ L s tatem ents  from   

                                        user-supplied input.                                        

SSI In jection
 SS I In jec tion (Server-s ide Inc lude) is  a server-s ide exploit technique that allows  an attacker to  
     send code into a web application, which w ill later be executed locally by the web server.      

XPath  In jection
 XPath In jec tion is  an attack technique used to exploit web s ites  that cons truc t XPath queries  from  

                                        user-supplied input.                                        

D irecto ry  Indexing
 Autom atic  d irec tory lis ting/indexing is  a web server func tion that lis ts  all of the f iles  w ith in a 

                    reques ted direc tory if  the norm al base f ile is  not present.                     

In fo rm ation  Leakage
 Inform ation Leakage is  when a web s ite reveals  sens itive data, such as  developer com m ents  or error 

                   m essages , which m ay aid an attacker in exploiting the sys tem .                    

Path  Traversa l
     T he Path Traversal attack technique forces  access  to f iles , d irec tories , and com m ands that     

                    potentially res ide outs ide the web docum ent root d irec tory.                     

Pred ic tab le  R esource  Loca tion
  P redic table R esource Location is  an attack technique used to uncover h idden web s ite content and  

                                           func tionality.                                           

Abuse  o f F unctiona lity
Abuse of Func tionality is  an attack technique that uses  a web s ite’s  own features  and func tionality 

                  to consum e, defraud, or c ircum vents  access  controls  m echanism s.                   

D en ia l o f Serv ice
    D enial of Service (D oS) is  an attack technique w ith the intent of preventing a web s ite from     

                                   serving norm al user ac tivity.                                    

Insu ffic ien t An ti-au tom ation
   Insuff ic ient Anti-autom ation is  when a web s ite perm its  an attacker to autom ate a process  that   

                                 should only be perform ed m anually.                                 

Insu ffic ien t P rocess Va lida tion
 Insuff ic ient P rocess  Validation is  when a web s ite perm its  an attacker to bypass  or c ircum vent the 

                              in tended f low control of an application.                              


